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Abstract 

This report provides an analysis of two of the key drivers of the evolution of the NGIoT; research 
and innovation priorities from the tech developer communities and large legislative packages that 
will define the digital market over the coming decades. It provides a meta-analysis of key Strategic 
and Research Innovation Agendas representing 12 key industry and research associations, 
making a link to the Horizon Europe and Digital Europe Programmes. It covers an in-depth 
analysis of the impact on the NGIoT community of the upcoming Data, AI and Cyber Resilience 
Acts with recommendations for future Large Scale Pilots within the Cloud-Edge-IoT. 
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EXECUTIVE SUMMARY 

The Next-Generation IoT 

The NGIoT Initiative is focused on supporting the transition to the Cloud-Edge-IoT Continuum, 
driven by the orchestration of cloud and edge technologies which are in turn facilitated by the 
increased computing power available on chips and devices and the realisation of the collaborative 
IoT enabled by 5G technologies.  

The Next-Generation IoT is characterised by a set of properties driven by the convergence of the 
edge and cloud and which may include: 

 Federated architectures designed for distributed or swarm intelligence and federated 
services. 

 Intelligent devices with hardware accelerators for on-device processing. 

 Integration of microservices which support trust and security functions. 

 Novel human-IoT interfaces such as AR and haptic responses. 

 Leveraging of 5G management with network functional virtualisation and slicing. 

 Management of public cloud and edge environments in the same application 

A Framework for Assessing the NGIoT 

To properly understand and analyse the needs of such a diverse and ever-growing community, 
the application of an EU-IoT framework captures the core requirements and needs, allowing for 
diversity, while taking into account the specific requirements of different cases It defines 5 
contexts across the continuum on 
which the EU-IoT will focus: 
Human/IoT interface, Far Edge 
(devices level), Near Edge 
(gateway level), Infrastructure 
(including networks) and  Data 
Spaces (cloud based and 
superlevel data sharing). 

Reaching across the R&I Communities 

Strategic Research and Innovation Agendas (SRIAs) are structured instruments that are built on 
the foresight and knowledge of experts actively developing the next generation of technologies, 
providing the common views and opinions of thousands of the leading European technology 
developers. 
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Within the scope of the identified target 
communities for the EU-IoT project and 
NGIoT Initiative1, the latest publications, 
roadmaps and SRIAs were revised and 
reviewed. The main SRIAs which were 
analysed for key trends and themes across 
the contributing communities and NGIoT 
framework. 

In total 645 topics were abstracted, 
categorised and analysed across two 
cycles and 590 assessed for defining the 
future demands for the NGIoT. 

Key trends for the future of NGIoT and Edge 

The advancement of the NGIoT Initiative has been a significant contributor towards the federation 
of devices, systems, and intelligence. The demand for interoperability at all levels and the 
deployment across heterogenous devices and systems heralds the arrival of the Cloud-Edge-IoT 
continuum and demand for distributed computing across networks and cloud environments.  

Federation, addressing heterogeneity in devices, data, networks and cloud environments, 
distributed systems, and the interoperability of such systems defines the emergence of the 
continuum. The Cloud-Edge-IoT paradigm, significantly increases the complexity and dynamic 
nature of the computing systems. AI and ML, are seen as the tools for delivering performance 
and trust across the continuum, providing Self-X ï self-organising, self-configuring, self-
optimising, self-healing, self-adapting, self-management, self-updating ï in evermore complex 
and context-aware environments.  

The application of robustness and self-organization in response to incidents and ensure the 
continuity of service is a fundamental of the federated future. Without confidence of resource 
availability and assured redundancy, edge computing and distributed systems will remain solely 
in a research environment. Resilience and reliability of systems and associated security needs 
further development to deliver an industry ready, continuous deployment environment. 

Beyond AI and federated and 
heterogenous systems there 
are emerging trends related to 
Green ICT, Sustainability of 
systems and devices, and a 
demand for tools and 
platforms to achieve the 
adoptability and application of 
the technologies. 

The top 8 themes identified 
account for 68% of all topics, 
the majority of which refer to 
technologies to be developed. 
These eight leading themes 
are: 

 

1  D2.2 Towards a Vibrant EU IoT Ecosystem V2.0, 2022 
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 Reliability: encompasses the robustness of systems and the continuity of delivery, 
resource availability and performance.  

 Trustworthy AI: addresses the development and adoption of trusted AI and ML based 
solutions. It covers both the leveraging of AI to support the functioning and security of 
systems and the increased confidence and adoption of existing and future distributed AI 
solutions. 

 Interoperability: providing architectures, platforms, tools and networks that can handle 
heterogeneity and provide functionality across software and hardware. 

 Market Applications: topics related to definition of use cases, specific societal challenges 
to be addressed and benefits to be realised, domain-based outcomes and the 
development of cross-vertical applications. 

 Energy/Power: reducing the cost and consumption per bit processed and providing 
energy harvesting. 

 Components: development of the building blocks for supporting the topics already 
identified above.  

 Foundational Tech: topics in early TRLs of development and tend to have a long-term 
focus, e.g., quantum, silicon and radio frequency technologies and novel materials.  

 Other Topics: includes Interfaces (XR and multimodal), Green ICT, Sustainability, Data 
Sharing, Approaches, Skills and Adoptability. 

Preparing the market ï beyond use cases 

The emergence of a Cloud-Edge-IoT continuum, also presents new opportunities for new 
business models, however, the challenge remains to both clearly define and prove the business 
case behind the solutions under development with billions of euros of investment.  

Continued work needs to advance on the market demand and the preparation of the industry 
adopters who need to make the case for investing in edge computing and the active participation 
in the ecosystems being generated through off-the-shelf models, digital twins, and Data Spaces. 
Skills and talent are wholly underrepresented across the board and must be addressed in the 
context of commercial feasibility. 

Linking to Horizon and Digital Europe 

Within this decade, the European Union, across Horizon Europe (ú15.3 billion), DIGITAL (ú7.5 
billion), Next Generation EU (ú38 billion), multi-county projects and IPCEIs, is putting its weight 

in the scale of billions of 
euros of investment 
behind the creation of a 
digital infrastructure. 

 The positioning of the 
Cloud-Edge-IoT, and the 
development of the 
federated and 
autonomous system is 
evident as a 
foundational pillar for the 
realisation of key 
European aspirations to 
lead in digital. There is CLUSTER 4: Digital, Industry & Space
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an intercalation between the DIGITAL programme and the Horizon Europe activities which 
culminates in the Cloud-to-Edge Large Scale Pilots and the Reference Deployments 

Policy analysis for Europeôs Digital Decade 

Across Europe, policymakers are launching initiatives to update existing regulatory and normative 
frameworks, adapting them to the all-pervasive digital economy that is shaping society, business, 
and even politics. Many of them will have a direct impact on the future of the next-generation IoT 

and the move to the Cloud-Edge-IoT 
paradigm. 

The full impact of this significant level of 
investment into the digital economy will be 
contingent on the effective functioning of 
the Single Digital Market. In turn, this 
relies on the implementation of a 
harmonised regulatory2 framework that 
can protect rights and provide guidance 
and legal certainty to all stakeholders. 
From this perspective, the most relevant 
regulations set to shape the NGIoT 
include: 

 Proposal for Data Act {SEC(2022) 81 final} 

 Proposal for Cybersecurity Resilience Act {SEC(2022) 321 final} 

 Proposal for Artificial Intelligence Act {SEC(2021) 206 final} 

 Digital Markets Act {Regulation (EU) 2022/1925} 

 Digital Services Act {Regulation (EU) 2022/2065} 

 Proposal for Chips Act {SEC(2022) 46 final} 

 Proposal for Data Governance Act {SEC(2022) 868 final} 

The Data Act is one of the regulations that is most likely to impact the Cloud-Edge-IoT Continuum, 
requiring several adjustments to the status quo; (i) requires adjustments to the purchase, leasing 
or renting agreements to clearly define how data is generated, used and made accessible, (ii) 
protect SMEs by ensuring fair terms of agreement within data sharing contracts. 

For cloud and edge platform providers, it creates a significant set of obligations to enable the 
switching and multi-vendor environment for users through the portability of the assets. 

The Cyber Resilience Act promotes security throughout IoT ecosystem and is an essential step 
towards the increase AI Trustworthiness. It encourages the creation of a software bill of 
materials (SBOM), which will help to provide transparency in exercising rights in the  

AI Act: The categorisation of "AI systems" is central to the Act, imposing varying degrees of 
regulation according to three risk categories: Unacceptable risk, High-risk applications, 
Non-high-risk. It will result in the development of conformity assessment and harmonized 
standards, regulatory sandboxes and market supervision and coordination. 

The Digital Services package will have an impact on NGIoT, particularly to companies that may 

 

2 A "regulation" is a directly applicable form of EU law, which has binding legal force in all member states. National 
governments do not have to take action to implement EU regulations. A "directive" is a legislative act setting a goal to 
be achieved by all EU countries, but leaving the method to each member state. 
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become designated as "gatekeepers" under the Digital Markets Act and the innovation and 
competition potential from the limit on them. The Digital Services Act may have a positive impact 
on the IoT research and innovation environment by promoting trust and confidence in online 
platforms through online safety and security. 

Calls to action 

The policy landscape is far from static, with several regulations still requiring the final seals of 
approval by the Unionôs legislative bodies. Once approved, certain regulations, such as the AI 
Act, will still be subject to regular reviews to allow for the rapid evolution of technology.  

As things stand, the large-scale pilots present across Horizon Europe and Digital Europe can take 
some pre-emptive measures to support future compliance: 

 Opportunities to develop new products & services independently of core platform 
providers. 

 Capacity to demonstrate added-value services through start-up and SME engagement. 

 Built-in compliance: solutions and standards to support functional data portability. 

 Compliant high-risk AI systems. 

 Study for monitoring and measurement of Data Act. 

 Full vertical integration and large-scale investments. 

 Investing in market readiness. 

 Templates & tools for advanced CE marking and certification. 

 Collaborative and active regulator engagement. 
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Disclaimer 
The information contained in this document is provided for informational purposes only and should 
not be construed as legal advice on any subject matter.  

This information is: 

¶ of a general nature only and is not intended to address the specific circumstances of any 
particular individual or entity 

¶ not necessarily comprehensive, complete, accurate or up to date 

¶ sometimes linked to external sites over which the authors have no control and for which 
no responsibility is assumed 

¶ not professional or legal advice (if you need specific advice, you should always consult a 
suitably qualified professional). 
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1 INTRODUCTION 

1.1 PURPOSE 

This paper provides a brief overview of how the European IoT technology stack is evolving, and 
how the policy framework, currently under development, is likely to impact this evolution in the 
future. The aim is to provide recommendations that can help to develop processes and 
mechanisms that align policy objectives and competitive and ethical technological development. 

It does not purport to be exhaustive, or to be a legal treatise on the rights and obligations but 
rather an ongoing, iterative analysis of the common strategic objectives contained in leading 
European cloud-edge technology roadmaps, and the potential impact of selected European 
regulations. It provides the regulatory and research and innovation context as the Next-
Generation IoT transforms into to the Cloud-Edge-IoT Continuum. 

1.2 CONTEXT 

EU-IoT is a Coordination and Support Action (CSA) for a portfolio of projects funded under the 
Horizon 2020 ICT-56 óNext Generation Internet of Thingsô Research and Innovation Actions 
(RIAs). These RIAs are tasked with developing and trialling next-generation architectures that 
underpin the deployment and accelerated development of edge computing, distributed 
intelligence, federated microservices, collaborative IoT and tactile interfaces integrating 
holistically enabling technologies such as DLTs and 5G. 

These projects were awarded towards the end of the last Research and Innovation Framework 
Programme, Horizon 2020, as the IoT was evolving from a relatively delineated field and scope 
towards a computing continuum, from human to cloud. While the previous decade can be 
categorised by the widescale adoption of cloud computing and the rise of the hyperscalers, that 
have enabled much of the digital transformation, the next decade is expected to see the rise of 
edge computing, enabling a more distributed approach to data and intelligence. 

The NGIoT Initiative is focused on supporting the transition to the Cloud-Edge-IoT Continuum, 
driven by the orchestration of cloud and edge technologies which are in turn facilitated by the 
increased computing power available on chips and devices and the realisation of the collaborative 
IoT enabled by 5G technologies.  

It will lead to the processing of data closer to the source, with hyper local models being deployed 
in parallel to cloud-based models of models approaches. The human interface is expected to be 
less screen-based, as humans interact with devices in a myriad of ways, even becoming part of 
the AI decision-making process. This in turn is expected to increase trust and confidence in the 
next generation internet. 

With the advances and increasing pervasiveness of digital technologies and ever-increasing rates 
of deployment, Europe is amid a legislative renewal with many aspects of digital technologies, 
services and markets being re-evaluated. The aim is to update existing regulations, adapting them 
to how technologies are known to impact society and business, but also to develop a future-proof 
approach that can be updated as technology continues to evolve. This will have a direct impact 
on shaping the future of the next-generation IoT in the Cloud-Edge-IoT Context.  

Alongside this, is the launch of a set of new policy instruments: Horizon Europe, Digital Europe 
and the Recovery and Resilience Fund providing access to a significant pool of resources to 
shape Europeôs digital future.  

1.3 PRIOR READING 

This document provides an overview of the main policies and trends affecting the transition to the 
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Cloud-Edge-IoT (CEI) paradigm. Several strategic roadmaps which offer projections and priorities 
for research and innovation have recently been published by leading European stakeholders.  
Their content will not be duplicated here but matched to the dynamic policy measures that are 
currently under development. 

NGIOT: Roadmap for IoT Research, Innovation and Deployment in Europe 2021-20273 

This White Paper covers a definition and key domains within IoT and Edge Computing. It contains 
a sector overview with an analysis of the opportunities, barriers, and communities within each 
domain (Agrifood, Smart Cities, Health, Energy, Manufacturing, Automotive). The NGIoT 
Roadmap provides a tech-based approach to define key priorities and develops a series of 
recommendations that can be used as inputs to the Horizon Europe, Digital Europe and CEF 2 
framework programmes. 

EU-IoT produced mapping and analysis 

 D2.5 NGIoT Roadmap and Policy Recommendations v1 

This first version of the document identifies main research priorities and challenges providing an 
analysis and overview of the key impacts of the legislative pipeline. This current documents builds 
and advances on this. 

 D2.2 Towards a Vibrant EU IoT Ecosystem V2.0 

Provides an overview of the NGIoT technology landscape, identifies key challenges within the 
principal framework areas and provides the definition of the NGIoT Community and actors. 

 D2.4 Expert consultation and dialogue report V2.0 

Reports on engagement with experts on addressing the key challenges within the Data Act 
implementation and development of skills forecasts and profiles. 

 D2.3 Expert consultation and dialogue report V1.0 

Reports on engagement with experts on the validation of the EU IoT framework approach with 
inputs on technology maturity, and market drivers. 

 D3.8 Recommendations on research priorities and innovation strategies to 
standardization v2.0 

Presents the mapping of the key areas of standardisation and relevant bodies for the research 
and innovation activities across the ICT56 RIAs (NGIoT Initiative) building on the 18 months 
between previous version D3.7 and the ending of the project. 

 

3 IoT Research, Innovation and Deployment Priorities in the EU, White Paper, Version 2.0, (2022), Molina Castro F. et 
al, NGIOT CSA Consortium 

https://www.ngiot.eu/ngiot-report-a-roadmap-for-iot-in-europe/
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2 THE NEXT GENERATION IOT 

2.1 Overview 

The exact definition of the IoT has been attempted by various bodies, from the IEEE definition 
based on a description of the constituent elements, to the ITUôs definition focusing on what is 
achieves. The definition used in the NGIoT Roadmap encompasses both, describing the IoT as 
ña system of systems that have (at least) the following properties: Sensing and actuation, 
Connectivity, Intelligence, Heterogeneity, Dynamicity, Scalability, Securityò.3  

At its most basic level, the IoT consists of a sensor which generates data, transmitted over a 
network to a central point for processing and abstraction of knowledge. But what differentiates 
the IoT from the NGIoT?  

The Next-Generation IoT is characterised by a set of properties driven by the convergence of the 
edge and cloud and which may include: 

 Federated architectures designed for distributed or swarm intelligence and federated 
services. 

 Intelligent devices with hardware accelerators for on-device processing. 

 Integration of microservices which support trust and security functions. 

 Novel human-IoT interfaces such as AR and haptic responses. 

 Leveraging of 5G management with network functional virtualisation and slicing. 

 Management of public cloud and edge environments in the same application. 

This is typified by the example meta- and high-level architecture of the IoT-NGIN RIA in the figure 
below.4 

 

4 D1.2 IoT meta-architecture, components, and benchmarking. September 2021. IoT NGIN Consortium 
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Figure 1. Overview of the IoT NGIN meta-architecture (above) and high-level (below) demonstrating the 
integration of multiple technologies and microservices with novel and secure interfaces 

2.2 Tech, Market, Skills and Standards in the Human to Cloud Continuum 

The European IoT landscape embraces several initiatives focusing on an increasing number of 
novel technologies across several verticals that allow for the proliferation of new IoT solutions and 
service models.  

To properly understand and analyse the needs of such a diverse and ever-growing community, it 
is necessary to create a mapping process and a framework that allows EU-IoT to properly capture 
the core requirements and needs, allowing for diversity, while taking into account the specific 
requirements of different cases. Staying agile and being able to capture needs in a fast-changing 
context is a major factor influencing the design of the EU-IoT framework proposed below. 

The first axis addresses the points of interaction between the physical elements which make up 
the human-to-cloud continuum, reflecting the current and future structure of the IoT. This axis 
considers the points of engagement and identifies areas and progression between and across 
them. These are defined within 5 contexts across the continuum on which the EU-IoT will focus: 
Human/IoT interface, Far Edge (devices level), Near Edge (gateway level), Infrastructure 
(including networks) and Data Spaces (cloud based and superlevel data sharing). 

High-leve l IoT-NGIN a rc hitec ture
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Figure 2. The IoT continuum. From human to cloud and back again with key interfaces. 

Within these five key contexts, which frame advances, discussions, and debates, EU-IoT 
addresses four main layers of interest grouping important transversal aspects, as shown in Figure 
3. Within each of these, there are several transversal themes and topics that will need to be 
addressed. These layers are: 

 Technology: identifying novel and advancing enabling technologies. 

 Market: analysing the applications, services, and models enabled by the technologies 
(both individual and varied combinations)5. 

 Standards and policies: delving into common approaches, standards, and policies. 

 Skills: analysing the current and future demands resulting from all the above 

 

Figure 3. Guiding framework of the EU-IoT approach 

 

 

5 See NGIoT RIAôs Call for Abstract Workshop on Market challenge: Reusability design for developed components. 

https://www.youtube.com/watch?v=5wZyaX6Qpgs
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3 STRATEGIC TOPICS AND THEMES RELATED TO THE NGIOT 

3.1 Relevant Strategic Research and Innovation Agendas 

Strategic Research and Innovation Agendas (SRIAs) are structured instruments that encapsulate 
the vision of an ecosystem of actors from research communities and industry bodies. They 
provide a scoping of the key priorities for collective investment and coordinated action within their 
technology fields for the coming years and are built on the foresight and knowledge of experts 
actively developing the next generation of technologies. As such, each SRIA represents the 
common views and opinions of hundreds of the leading European technology developers and 
provide a rich source for the identification of future challenges and priorities.  

In order to provide the future progression from the NGIoT towards the already established Cloud-
Edge-IoT Continuum6, a meta-analysis of the relevant SRIAs here provides the guiding priorities 
and key trends for supporting the further deployment of the Horizon Europe and Digital Europe 
funding programmes.  

Within the scope of the NGIoT initiative, the following SRIAs have been selected for analysis, 
cumulatively representing thousands of organisations and encompassing the spectrum from 
human to cloud: 

 AIOTI Strategic Research and Innovation Agenda (Jan 23) 

o Alliance for Internet of Things and Edge Innovation 

 Networld Europe Strategic Research and Innovation Agenda (Dec 22) 

o European Technology Platform (ETP) for communications networks and services, 
6GIA, NESSI, AIOTI  

 Electronic Components and System: Strategic Research and Innovation Agenda (Jan 22) 

o Aeneas, Artemis-IA, EPoSS 

 European Industrial Technology Roadmap for the Next Generation Cloud-Edge Offering 
(May 21)7 

o European Alliance for Industrial Data, Edge and Cloud. 

 Made In Europe: Horizon Europe Strategic Research and Innovation Agenda (Sep 2021) 

o European Factories of the Future Research Association 

 Strategic Research, Innovation and Deployment Agenda, ADRA Partnership, September 
2020: 

o BDVA/DAIRO, CLAIRE, ELLIS, EurAI, EURobotics 

Other SRIAs that were reviewed and not included in this analysis are, Open Science in Europe, 
Build 4 people SRIA, and 2Zero emission transport. While they address some relevant elements, 
they are not considered to provide direct contributions to the NGIoT and Cloud-Edge-IoT. They 
may be, however, of interest with regards to identifying applications and use cases in smart 
buildings, logistics and transport. Similarly, The ETIP Smart Networks for Energy Transition 

 

6 The emergence of the EU Cloud Edge IoT Continuum and the role of the NGIoT is addressed in the following paper 
from UNLOCK CEI: Rowan, B, Álvarez, JE, & Kuġ²kov§, Z. (2023). Technology scoping paper (1.0). Zenodo. 
https://doi.org/10.5281/zenodo.7821363  

7 The Alliance is anticipated to produce in 2023 an updated roadmap, the latest from the Alliance can be found at 
https://digital-strategy.ec.europa.eu/en/policies/cloud-alliance  

https://doi.org/10.5281/zenodo.7821363
https://digital-strategy.ec.europa.eu/en/policies/cloud-alliance
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(SNET), published their R&I Roadmap in March 2023 and explores highly relevant applications 
of the technologies within the NGIoT8. 

 

Figure 4. Overview of the 6 Strategic Research and Innovation Agendas analysed and the contributing 
associations 

3.2 Method and approach 

In performing the meta-analysis the following actions were taken to realise the comparison and 
data collection across the SRIAs and roadmaps: 

 Within the scope of the identified target communities for the EU-IoT project and NGIoT 
Initiative9, the latest publications, roadmaps and SRIAs were revised and reviewed. 
Selected SRIAs to be included met the following criteria: 

o Relevance to the scope of the NGIoT and latterly the Cloud Edge IoT Continuum. 

o Level of detail and structured representation. 

o Specificity and actionability of the topics provided. 

 From the selected agendas, individual topics were abstracted and categorised under the 
following fields to provide a comparable analysis and assessment: 

o Type 

- Priority area: considered to be topics of strategic importance, 
encompassing multiple technologies and applications. E.g., Constraint-
based planning and decision making in complex natural environments.  

- Application: specific implementations of technologies either within a given 

 

8 European Commission, Directorate-General for Energy, Strbac, G., Souza e Silva, N., Vasiljevska, J., et al., ETIP 
SNET, R&I Roadmap 2022-2031, Genova, E. (editor), Dimeas, A. (editor), Bacher, R. (editor), Karakitsios, J. (editor), 
Hatziargyriou, N. (editor), Trifiletti, M. (editor), Publications Office of the European Union, 2023, 
https://data.europa.eu/doi/10.2833/179516 

9  D2.2 Towards a Vibrant EU IoT Ecosystem V2.0, 2022 
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context or addressing a defined goal. E.g., Data streaming in constraint 
environments. 

- Technology: a variety of different technical, electronic or physical systems, 
assets, devices or algorithms. E.g., Self-configuring and adaptive sensor 
nodes. 

o Theme: definition of the common priority theme, taking a bottom-up approach and 
aligned with the NGIoT technologies. 

o Position within the EU-IoT framework as described in the previous section: 

- Layer: Tech, Market, Policy & Standards, Skills, All. 

- Context: Human Interface, Far Edge, Near Edge, Infrastructure, Data 
Spaces, All. 

 Finally, the analysis identified the key trends and themes across the contributing 
communities and NGIoT framework. 

In total 645 topics were abstracted, categorised and analysed across two cycles. The 
resulting database is provided as a public output for further analysis and reuse by the community 
and construction of future trend mapping. Within this paper, the latest versions of identified 
agendas were included in the analysis totalling 590 topics. 

Table 1. Summary of the dataset developed 

 Source Year Nº Topics Included 

AIOTI Strategic Research and Innovation 
Agenda 

2023 165 
  

AIOTI Research and Partnership Perspective on 
Key IoT Areas 

2021 10 
 

Networld Europe Strategic Research and 
Innovation Agenda 

2022 175 
  

Electronic Components and System: Strategic 
Research and Innovation Agenda 

2022 159 
  

Electronic Components and System: Strategic 
Research and Innovation Agenda 

2021 45 
 

Made in Europe: The manufacturing partnership 
in Horizon Europe - Strategic Research and 
Innovation Agenda (SRIA) 

2021 29 
  

European industrial technology roadmap for the 
next generation cloud-edge offering 

2021 20 
  

Strategic Research, Innovation and Deployment 
Agenda: ADRA 

2020 42 
  

  
645 590 

3.3 Principal observations 

3.3.1 General trends 

Within the data, it is evident the maturation of AI from basic principles to applications and the 
emergence of both Edge processing and the Computing Continuum. Key concepts also observed 
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across all communities include Green ICT, Sustainability and Tools.  

AI is required to underpin the development and management of autonomous and intelligent 
systems, be human-centred and interrogable and evermore efficient. There is an omnipresence 
for AI topics across all fields and a demonstrated need to provide the next-generation of 
processors, interfaces, domain specific and cross-vertical agnostic models, niche and 
complex digital twins, the introduction of the concept of ́ data for AI´, and the advancement 
of hybrid, swarm and distributed intelligence.  

Federation, addressing heterogeneity in devices, data, networks and cloud environments, 
distributed systems, and the interoperability of such systems is a particular highlight. It 
defines the emergence of the continuum, underpinned by cognitive, flexible, and contextual 
computing. AI and ML, are seen as the tools for delivering performance and trust across the 
continuum, providing Self-X ï self-organising, self-configuring, self-optimising, self-healing, 
self-adapting, self-management, self-updating ï in evermore complex and context-aware 
environments. 

New topics are emerging under Green ICT which seeks to reduce the impact of the deployment 
of technologies, networks and data centres as well as putting technology to the service of society 
in realising a lower footprint across industries.  

Similarly, the concept of sustainability of systems and devices is coming to the fore, addressing 
the extension of the lifecycle through virtualisation and digital twins, integration and 
interoperability with legacy architectures and models, and improving the recyclability of 
physical devices at end of life. 

Finally, there is a demand for the tools and platforms to achieve the adoptability and application 
of the technologies. Developers require targeted support to deploy solutions on the emerging 
dynamic, secure, robust, and integrated systems, to build in off-the-shelf and 
programmable modules and components across software and hardware, supporting 
continuous delivery/continuous deployment. 

3.3.2 Priority themes 

Across the 590 topics analysed, 8 key themes were isolated as common priorities which account 
for a combined 68% of the total set. At the top are the three themes of Reliability, Trustworthy 
AI, and Interoperability. In comparison to previous analysis, Reliability has risen over 8 positions 
with the latest dataset and Trustworthy AI 3 positions. The presence of Market (applications, use 
cases and approaches) has increased overall and represents the strategic and applied nature of 
the tech development within the Cloud-Edge-IoT and NGIoT community. 

Contextual IoT, while increasing in number of topics, has become smaller in relevance. It is 
perhaps, more a reflection of the refinement of the definition from responsive operations of 
devices to constrained or human-defined environments to a fuller concept of the dynamic and 
autonomous continuum that emphasises the reliability and quality of service, particularly in 
networks which cuts across other topic areas. 

Noteworthy, is also the detail provided within topics, with more technologies being defined than 
previously identified. There is an overall ratio of 1:2.5:7 between Priority Areas: Applications: 
Technologies, compared to a previous ratio of 1:1:0.5 indicating a maturing of clarity and direction 
from the communities, for example, that provided within the Networld Europe and AIOTI 
contributions. 
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Figure 5. Top themes present across SRIAs by number of categorised topics 

Table 2. Distribution of contributors to each priority theme. Main contributor highlighted in blue. 

  
Networld 
Europe 

AIOTI ECS ADRA EFFRA 

 Ind. 
Data, 

Edge & 
Cloud 

Reliability 64% 19% 12% 3% 1% 0% 

Trustworthy AI 21% 35% 24% 15% 6% 0% 

Interoperability 9% 44% 37% 0% 9% 1% 

Market 20% 6% 57% 0% 12% 4% 

Energy/Power 45% 26% 18% 3% 0% 8% 

Components 37% 20% 40% 0% 3% 0% 

Foundational Tech  62% 0% 29% 0% 3% 6% 

Contextual IoT 0% 30% 10% 50% 10% 0% 

Other 24% 35% 24% 7% 4% 6% 

Total 30% 28% 27% 7% 5% 3% 

Reliability 

Reliability and the technologies which provide this are a clear priority, especially within the 
network community. Reliability encompasses the robustness of systems and the continuity 
of delivery, resource availability and performance. Topics highlight the need to ensure the 
capacity for systems and solutions to perform at scale without loss of quality, latency and 
speed and the prioritisation of critical process. Included is the security and safety, and long-
term viability of deployments. Compared to the next priority theme, it is primarily composed of 
technologies. 

Examples include:  

 Design for (EoL) reliability: virtual reliability assessment prior to the fabrication of physical 
HW. 
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 Virtualisation of security functions and application of frugal cryptography and XDR. 

 Managing and orchestrating wireless/cellular networks parameters to provide priority for 
resources based on QoS, safety-, mission-critical features for IoT systems. 

 Redundant, meshed, and flexible optical layer network architectures. 

 Secure and intrinsically safe sensing systems. 

Trustworthy AI 

A diverse category, which addresses the development and adoption of trusted AI and ML based 
solutions. It covers both the leveraging of AI to support the functioning and security of 
systems and the increased confidence and adoption of existing and future distributed AI 
solutions. Topics look at improving the quality and management of data and knowledge in 
building models, the scaling and integration of existing models, the cross-vertical adaptations of 
trained models and the building of human interfaces as well as tackling decision-making 
processes. Within the theme of AI, there is a cross-cutting thread of promoting and tackling 
challenges around federated learning, swarm computing and edge intelligence. 

Examples include: 

 Understand effect of system heterogeneity on the AI model aggregation efficiency. 

 Ensure applicability of traditional AI methods to swarm systems. 

 AI/ML computing with and on transient/limited resources. 

 Network Domain Automation via AI/ML assisted decisionȤmaking processes and issuing 
recommendations and improved resource allocation and function placement algorithms. 

 Hybrid knowledge representation, techniques for hybrid decision making. 

 Develop distributed and federated systems, using heterogeneous decision mechanisms 
targeted to specific QoS or vertical sectors. 

Interoperability 

The theme of interoperability looks not only at the level of devices, data and networks but across 
platforms, models (including digital twins), and whole systems. The demand is for providing 
architectures, platforms, tools and networks that can handle heterogeneity and provide 
functionality across software and hardware. 

Interoperability also intersects with reliability of systems and the whole lifecycle management of 
systems with the application of modular architectures and virtualisation approaches.  

Examples include: 

 Develop algorithms for management of heterogeneity of hardware, software and AI  

 Engineering process for interoperability along the lifecycle of SoS 

 Co-design: algorithms, HW, SW and topologies 

 Horizontal and vertical integration of IoT Digital Twins models. 

 Create Edge IoT platforms that combine distributed architectures converging mesh, DLT 
and AI technologies. 

 Develop multi-protocol, multi frequency modules for autonomous edge IoT devices and 
vehicles. 
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Market Applications 

The theme of market applications is demonstrated by topics related to definition of use cases, 
specific societal challenges to be addressed and benefits to be realised, domain-based outcomes 
and the development of cross-vertical applications. It is composed principally by applications and 
more than half of the topics result from the ECS communities. 

Examples include: 

 Simulation and modelling (digital twins) covering the material processing level up to 
manufacturing system, and factory and value network level from design until recycling. 

 Enhance access to personalised and participative treatments for chronic and lifestyle-
related diseases. 

 Zero-defect and first-time right production 

 CI/CD automation use cases including organizational issues; Integration with business 
process. 

 Vertical Specific Security Profiles:  Completion of KPI set per vertical applications. This 
should encompass security levels and specific attack surface. 

 Integrate swarms in multiple verticals sectors to demonstrate added value. 

Energy/Power 

Across chips, networks, cloud providers and IoT the increased efficiency of systems is a 
necessary focus. There is a need to reduce the cost and consumption per bit processed to 
reduce whole sector energy demand, support the operation of constrained devices, promote 
distributed intelligence and ensure the scalability and business cases for edge and cloud. 

Topics address thermal management, resource optimisation, low power and energy harvesting. 

Examples include: 

 Create new low-power and very low latency protocols for in-swarm communication. 

 Exploring offloading of computationally intensive and delayȤ sensitive workloads. 

 BatteryȤfree operation and disposable devices. Low or zero energy systems based on 
ambient energy. 

 Petabit/s energyȤefficient interconnections; Cost per bit and power per bit reduction. 

 Architecture and processor tradeȤoffs (TPU, GPU, CPU, DSP, ASIC, FPGAs, ASIPs,...). 

Components 

Within this theme is the development of the building blocks for supporting the topics already 
identified above. Topics centre on the hardware and software components that are required for 
advancing deployment of technologies and are key enablers. 

 Examples include: 

 Programmable Integrated Photonic Processing hardware 

 UltraȤmassive MIMO 

 Flexible and structural substrate electronics 

 Embed advanced accelerator functionalities in edge devices 

 Design hardware/software for next- generation intelligent, adaptive, and autonomous 
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edge IoT systems. 

Foundational Tech 

This covers topics, that unlike components, are in early TRLs of development and tend to have a 
long-term focus. It addresses quantum, silicon and radio frequency technologies and novel 
materials. For example, memory technologies towards the yottabyte area, 3D integration 
technologies, technologies for inȤmemory computing, high-performance, ultra-low power 3D 
integration. 

Other Topics 

Across the remaining topics the principal themes include Interfaces (XR and multimodal), Green 
ICT, Sustainability, Data Sharing, Approaches, Skills and Adoptability. 

3.4 Contextualisation within the NGIOT framework 

The distribution within the NGIoT framework, demonstrates the significant emphasis on the 
development of technologies, with over 75% of all topics located in this layer. Across the Market 
and Policy & Standards there is a similar volume of topics while Skills remains lightly 
addressed. When skills are addressed, it is either in broad terms such as skilled workforce or 
training, or looks at the role of low-code platforms for knowledge experts at the Human Interface.10 
EFFRA as the more industrial and application focused of the SRIAs analysed had the largest 
volume of Market topics; almost two thirds of all topics.  

Table 3. Distribution of all topics within the relevant SRIAs mapped against the EU IoT framework 

Across the contexts of the NGIoT, the largest number of topics is found within Infrastructure. While 
largely due the contribution of Networld Europe and the almost exclusive focus on that context by 
the represented 5/6G communities, there is however a significant contribution by both AIOTI and 
ECS, accounting for 14% and 21% of their total contributions respectively. This emphasises the 
convergence and need for joint coordination in the management of next-generation 
networks that define the future of edge computing and underpin the deployment of 
autonomous and federated systems. 

A clustering at the edge is observed between AIOTI and ECS, suggesting a natural 
collaboration and coordination between the communities. This complementarity is further 
demonstrated in the distribution of themes within these two communities shown previously in 
Table 2 where they mutually complement one another across the top themes. 

 

10 EU-IoT has developed a skills and jobs roles framework to define the skills and jobs within the future IoT: J. Soldatos. 
(2023). The EU-IoT Framework for Internet of Things Skills: Closing the Talent Gap (V1.0). Zenodo. 
https://doi.org/10.5281/zenodo.7544732 

  HUMAN 
INTERFACE 

FAR 
EDGE 

NEAR 
EDGE 

INFRA 
STRUCTURE 

DATA 
SPACES 

ALL 
 

TECH 14% 17% 11% 26% 4% 4% 75% 

MARKET 4% 1% 1% 4% 2% 2% 13% 

POLICY 2% 1% 2% 3% 2% 1% 11% 

SKILLS 0.5% 
    0.5

% 
1% 
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Table 4. Distribution of topics within NGIoT contexts by source 

  HUMAN 
INTERFACE 

FAR 
EDGE 

NEAR 
EDGE 

INFRA 
STRUCTURE 

DATA 
SPACES 

ALL   

Networld Europe 8 8 6 127 2 24 175 

AIOTI 29 67 31 23 15   165 

ECS 54 20 39 33 10 3 159 

ADRA 23 12 1 1 1 4 42 

EFFRA 8 3 2 2 5 9 29 

Data, Edge & 
Cloud 

  2 2 3 10 3 20 

Across Human Interface, Far and Near Edge, the theme of Trustworthy AI is the largest. Both 
Interoperability and Contextual IoT follow in Human Interfaces and Far Edge, with Market 
Applications closely coming behind. The main differences observed occur in the right-hand set of 
contexts. Under Infrastructure, the largest concern is for Reliability and is also the context which 
calls for more investment in Foundational Tech. Within Data Spaces, the equal demand is across 
Interoperability, Approaches and Data Sharing. Finally, across the whole field, the emergence of 
Green ICT is evident. 

Table 5. Distribution of themes within each NGIoT context. 

  
HUMAN 

INTERFACE 
FAR 

EDGE 
NEAR 
EDGE 

INFRA 
STRUCTURE 

DATA 
SPACES 

ALL 

Reliability 8% 8% 7% 23% 0% 16% 

Trustworthy AI 14% 18% 19% 6% 2% 16% 

Interoperability 11% 13% 9% 15% 14% 2% 

Market 10% 9% 10% 5% 7% 16% 

Energy/Power 2% 8% 5% 9% 9% 0% 

Components 7% 7% 4% 6% 5% 7% 

Foundational Tech  3% 0% 4% 11% 5% 12% 

Contextual IoT 11% 13% 1% 1% 0% 0% 

Interfaces 7% 8% 4% 1% 0% 0% 

Sustainability 1% 0% 5% 5% 7% 9% 

Green ICT 2% 2% 4% 2% 9% 16% 

Approach 0% 1% 6% 3% 14% 0% 

Data sharing 1% 3% 0% 3% 14% 0% 

Other 21% 12% 23% 11% 14% 5% 
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3.5 Links to Horizon Europe and DIGITAL Work Programmes 

In the Horizon Europe Work Programme 2023-2024, it is estimated that there is a total of ú1.1billio 
assigned to topics relevant to the NGIoT and Cloud-Edge-IoT, anticipated to fund around 150 
projects, 52% of which are Research and Innovation Actions, 44% Innovation Actions, and 4% 
Coordination and Support Actions. 

There is a good coherence between the data within the SRIAs and the themes addressed 
within the Horizon Europe WP, with many of the topics addressed together within the scope of 
a single call. While although there appears to be many calls, only 40% show high relevance. A 
significant number relate to the demonstration of federated systems and distributed intelligence 
in general and do not address the development of components or underlying architectures. 

Table 6. Summary of identified calls in the current Horizon Europe Work Programme 

CLUSTER AND DESTINATION BUDGET CALLS PROJECTS 

1-  Health 89.000.000,00 ú 3 10 

Unlocking the full potential of new tools, 
technologies and digital solutions for a healthy 
society 

89.000.000,00 ú 3 10 

3 - Civil Security for Society 139.600.000,00 ú 8 25 

Increased Cybersecurity 119.100.000,00 ú 5 21 

Resilient Infrastructure 20.500.000,00 ú 3 4 

4 - Digital, Industry and Space 611.500.000,00 ú 25 80 

A human-centred and ethical development of 
digital and industrial technologies 

245.000.000,00 ú 12 33 

Digital & Emerging Technologies for 
Competitiveness and Fit for the Green Deal  

206.500.000,00 ú 8 31 

Increased autonomy in key strategic value 
chains for resilient industry 

4.000.000,00 ú 1 1 

World leading data and computing technologies  156.000.000,00 ú 4 15 

5 - Climate, Energy and Mobility 215.700.000,00 ú 17 31 

Clean and competitive solutions for all transport 
modes 

52.700.000,00 ú 4 9 

Cross-sectoral solutions for the climate 
transition 

34.000.000,00 ú 2 3 

Efficient, sustainable and inclusive energy use 10.000.000,00 ú 1 2 

Safe, Resilient Transport and Smart Mobility 
services for passengers and goods 

10.000.000,00 ú 1 2 

Sustainable, secure and competitive energy 
supply  

109.000.000,00 ú 9 15 

6 - Food, Bioeconomy, Natural Resources, 
Agriculture and Environment 

40.000.000,00 ú 1 1 

Innovative governance, environmental 
observations and digital solutions in support of 
the Green Deal 

40.000.000,00 ú 1 1 

Innovative Europe 4.000.000,00 ú 1 4 
 1.099.800.000,00 ú 55 151 

Within the calls identified, those with highest relevance are found in Cluster 4, specifically within 
the three destinations of: 

 A human-centred and ethical development of digital and industrial technologies 
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 Digital & Emerging Technologies for Competitiveness and Fit for the Green Deal  

 World leading data and computing technologies 

 Across these Destinations examples of related calls include:  

 Cognitive Computing Continuum 

 Large Scale pilots on trustworthy AI data and robotics 

 Piloting emerging Smart IoT Platforms and decentralized intelligence 

 Efficient trustworthy AI - making the best of data 

 Next Generation Internet Fund 

Within these highly relevant calls, the themes of Trustworthy AI and Interoperability are well 
addressed, especially with a market focus and the development of architectures, 
platforms, and tools. It is noted, however, that there is a need for greater topics under Reliability 
given the number present across the SRIAs. It is similarly so for the theme of Energy/Power; while 
efficiency and scalability of AI is addressed in three calls, it is required to be addressed more 
strongly and overtly rather than as a cross-cutting priority. 

 

Figure 6. Distribution of identified calls by level of relevance to NGIoT within each Cluster reviewed. 

As previously mentioned, the development and deployment of the Cloud-Edge-IoT Continuum is 
present across a number of calls identified with 21 providing demonstrator or pilot actions. 
Specifically, they relate to healthcare, manufacturing, energy, agriculture, smart ports and 
maritime logistics, transport, and smart communities. This connection between the Cognitive 
Computing Continuum, development of platforms, architecture and tools, extends beyond the 
Cluster 4 calls and presents an opportunity for coordinated and combined actions which links the 
main communities together. 

Table 7. Distribution of potential pilots and demonstrators for the Cloud-Edge-IoT Continuum 

CLUSTER BUDGET Nº CALLS Nº PROJECTS 

1-  Health 89.000.000,00 ú 3 10 

4 - Digital, Industry and Space 24.000.000,00 ú 2 4 

5 - Climate, Energy and Mobility 188.700.000,00 ú 15 25 
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6 - Food, Bioeconomy, Natural 
Resources, Agriculture and 
Environment 

40.000.000,00 ú 1 1 

 341.700.000,00 ú 21 39 

The DIGITAL Programme also holds particular relevance across the actions already undertaken 
in its Work Programme for 2021-2022 and the recently published 2023-2024. Areas related to 
Energy/Power, Interoperability and Data Sharing are well addressed and provide market-ready 
tools, systems, platforms often within specific domains. The following actions have 
significant links to the activities of the NGIoT and future Horizon Europe actions should be linked 
within: 

 Large Scale Pilots for cloud-to-edge based service solutions: deployment at scale of 
innovative, sustainable, secure and cross-border cloud-to-edge based services in new 
and expanded environments.  

 Reference deployments of European cloud-edge services: simultaneous deployments 
in real environments to lead fully interoperable next generation edge computing 
technologies for the seamless integration and seamless interoperability of Industrial IoT 
Edge with Telco Edge. 

 Data Spaces Support Centre ï Coordinating a shared standards, architectures and 
governance for Data Spaces. 

 Data Spaces - development of domain-based Data Spaces in Health, Energy, 
Manufacturing, Tourism, etc. 

 Procurement of middleware platform SIMPL ï providing the basis for multi-cloud 
orchestration and interoperability across the cloud computing continuum and Data 
Spaces. 

 Delivery of Testing and Experimentation Facilities (TEFs) - accelerating deployment 
of AI both domain-based and cross-cutting for Edge AI Hardware, to develop, test and 
experiment AI product prototypes based on advanced low-power computing technologies, 
custom-designed for their application environment. 

 Marketplace for Federated Cloud-to-Edge Services: single point of access for trusted 
services providing brokering and supply of cloud-to-edge services to the public sector and 
industries. 

 AI-on-Demand Platform ï supporting the reuse and sharing of trustworthy AI solutions 
that aligns to the European vision for AI and provides a boost to development and wide-
scale deployment. 

 AI Act Platform ï database to provide the registration of high-risk AI applications and 
submission of data for management of compliance with regulatory authorities. 
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4 POLICY ANALYSIS 

4.1 A new age for Digital Policy development 

The past decade has been one in which European political leaders have navigated a myriad of 
societal and economic challenges that have demanded measures that increase Europeôs 
resilience to systemic shocks and ability to compete in a less stable global political environment.  

The convergence of health, climate, energy and political crises has required a branch and root 
transformation of how European businesses and citizens operate and has amplified the need to 
adjust to the digital and green transitions. Ensuring Europeôs digital ñsovereigntyò, understood as 
supporting technological choice, has become a fundamental tenet of future competitiveness, even 
underpinning social freedoms. 

The pace of technological development continues to accelerate and policymaking now, 
more than ever, must seek to be future-proof, taking into account how data and technology 
usage will evolve in the near and more distant future. The go-to-market timeline for AI is 
accelerating. OpenAIôs CodeX went from research to commercialization in 12 months. Two 
months after its launch, its sibling model ChatGPT had gained 100 million users. A slew of 
(imperfect) AI solutions is widely available now from all hyperscalers, including Microsoftôs GitHub 
Copilot as well as their $1 billion investment in OpenAI, Amazonôs CodeWhisperer and Googleôs 
Bard.   

A foretaste of the impact of technology on civil liberties can be seen in the work currently being 
conducted by the European Agency for Fundamental Human Rights, ñUsing AI systems engages 
a wide range of fundamental rights, regardless of the field of application. These include ï but also 
go beyond ï privacy, data protection, non-discrimination and access to justice.ò11 In March 2023, 
an Open Letter to the Future of Life Institute signed by leaders from civil society, academia and 
technology, including Steve Wozniak, Co-founder of Apple, called on ñon all AI labs to immediately 
pause for at least 6 months the training of AI systems more powerful than GPT-4. This pause 
should be public and verifiable, and include all key actors. If such a pause cannot be enacted 
quickly, governments should step in and institute a moratoriumò. 

The role of policy has rarely been of greater importance. The European Union has a globally 
prominent role to play, shaping the regulatory landscape that balances the freedoms that 
lead to innovation with the protection of the rights of citizens and businesses while 
attempting to provide legal certainty.  

4.2 Non regulatory measures driving NGIoT adoption  

Across Europe, policymakers are launching initiatives to update existing regulatory and normative 
frameworks, adapting them to the all-pervasive digital economy that is shaping society, business, 
and even politics. Many of them will have a direct impact on the future of the next-generation IoT 
and the move to the Cloud-Edge-IoT paradigm. 

 

11 Getting the future right. Artificial intelligence and fundamental rights. FRA. 2020. 
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Figure 7. Quantifying Spillovers of Next Generation EU Investment, Discussion Paper July 2021. 
European Commission. 

The deployment of the Recovery and Resilience Fund, a temporary recovery instrument that 
made available a total of ú723.8 billion12 in loans (ú385.8 billion) and grants (ú338 billion) to 
Member States to implement reforms and new initiatives aligned with EU priorities around climate 
change and the digital transition, has accelerated the review and deployment of policies and 
instruments that regulate the digital and data economy for consumers/citizens and businesses. 

To date, Member States13 have allocated close to 40% of spending to climate measures and more 
than 26% on the digital transition, exceeding the respective targets of 37% and 20%, with 
significant cross-border spillover effects that highlight the financial benefits of pursuing a single 
digital market (Figure 7, above).  

Examples of measures include: 

 UNICO R&D (Spain) - The UNICO Framework Plan (Universalisation of Digital 
Infrastructures for Cohesion) seeks to provide connectivity with the development of digital 
infrastructures and achieve full territory coverage of fast broadband networks across the 
territory by 2025. It is the main instrument for the deployment of the Spanish Recovery, 
Transformation and Resilience Fund Component 15: Digital connectivity, promotion of 
cybersecurity and deployment of 5G. During its first stage 2021-2022, ú249.9 million were 
invested in financing for the execution of 52 projects to deploy fast broadband 
infrastructure and stimulate the coordinated research and development into advancing 5G 
network capabilities for privacy, localisation, and self-healing.  

 R&I for the Digital Economy (Slovakia): Slovakia is investing ú134 million into the R&I for 
Digital Economy supporting over 150 projects in the development of sensors and IoT; 
microelectronics and electronic components, and cloud solutions which will support the 
competitiveness of Slovak SMEs and research institutions in the market, as well as their 

 

12 In current prices. 

13 Across 22 recovery and resilience plans approved to the reportôs date. 




























































